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What is Cyber Resilience?

“The ability to anticipate, withstand, recover from &
adapt to adverse conditions, stresses, attacks, or

compromises on systems that use or are enabled by

cyber resources.

Cyber resiliency is in
business objectives t

‘ended to enable mission or
nat depend on cyber resources to

be achieved In a contested cyber environment.”

SP800-160 V2 R1
 Developing Cyber-Resilient Systems: A S

ystems Security Engineering Approach
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Cyber Attack

A cyber attack is an attempt by cybercriminals, hackers or other digital
adversaries to access a computer network or system, usually for the purpose

of altering, stealing, destroying or exposing information

Malware

Ransomware
Fileless Malware
Spyware
Adware

Trojan

Worms

Rootkits

Mobile Malware
Exploits
Scareware
Keylogger
Botnet
MALSPAM

DNS Tunneling
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Code Injection
Attacks

SQL Injection
Cross-Site

Scripting (XSS)

Malvertising

Phishing

Supply Chain
Attacks

Spoofing

Domain Spoofing
Email Spoofing
ARP Spoofing

Spear Phishing

Whaling
SMiShing
Vishing

Insider Threats

Denial-of-Service
(DoS) Attacks

loT-Based Attacks
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Identity-Based
Attacks

Kerberoasting
Man-in-the-Middle
(MITM) Attack
Pash-the-Hash
Attack

Golden Ticket
Attack

Silver Ticket
Attack
Credential
Harvesting
Credential
Stuffing
Password
Spraying
Brute Force
Attacks
Downgrade
Attacks

D<A L Technologies

10 Most Common Types of Cyber Attacks Today - CrowdStrike


https://www.crowdstrike.com/cybersecurity-101/cyberattacks/most-common-types-of-cyberattacks/
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Steps to Cyber Resilience

Visibility &
Assessment & Layered .
Plannin De};ense continuous
J Improvement
Define the “risk” « Attack Surface « Testing & Validation
Framework MEMEgS TSN * Incident Response &
Education & ; ggée%trgé& RECOEl)
Awareness P Security Dashboard
Recovery & Reporting
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PrOjeCt Fort Zero Dell will deliver... Dell brings...

Dedicated investment

Capabilities integration &
orchestration completed by Dell

)

I Leading partner ecosystem

The US DOD developed, engineered, Advanced maturity ZT
and invested over five years, to

architect an Advanced Zero Trust
system using their best engineers.

o | Repeatable ZTA Hybrid configurations
B blueprint

Available to all industries

This is the foundation of our solution. Center of Excellence

C— Executive order compliance _
| v | for federally validated solution Ongoing engagement
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Zero Trust Cultural Adoption

A Zero Trust security framework
and mindset that guides the
design, development, integration,
and deployment of information
technology across the DoD Zero
Trust Ecosystem

A cybersecurity-minded culture &
workforce that embraces ZT
Increased collaboration &
productivity

Increased commitment to
cybersecurity

Commitment
Outreach
Awareness
Workforce
Training
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D Zero Trust Strategy Goals & Objectives

DoD Information Systems

Secured & Defended

DoD cybersecurity practices
incorporate and operationalize
Zero Trust to achieve enterprise
resilience in DoD information
systems

Technology Acceleration

Zero Trust-based technologies
deploy at a pace equal to or
exceeding industry
advancements to remain ahead
of the changing threat
environment

Zero Trust Enablement

DoD Zero Trust execution
integrates with Department-level
and Component-level processes
resulting in seamless and
coordinated ZT execution

Secured communications at all
operational levels

Improved systems &
performance

Interoperable & secured data
Automated cyber & Al operations

Continually updated & advanced
ZT enabled IT

Reduced silos

Simplified architecture

Efficient data management

Enhanced operations & support
performance

Consistent, aligned & effectively
resourced ZT supporting
functions

Speed of ZT acquisition-to-
deployed capability

User

Device

Applications & Workloads
Data

Network & Environment
Automation &
Orchestration

Visibility & Analytics

Capabilities
Architecture
Interoperability
Ideation / Innovation

Policy

Planning

Programming

Funding

Acquisition

Performance

Zero Trust Portfolio
Management Office (PfMO)
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DoD Zero Trust Strategy
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https://dodcio.defense.gov/Portals/0/Documents/Library/DoD-ZTStrategy.pdf

DoD Zero Trust Pillars

Application & Network & Automation & Visibility &
User Workloads Data Environment Orchestration Analytics
— @ —w @ — — T — —
'!)ﬂ T I L IF I i
m W W W W W T

Zero Trust capabilities across the Information Enterprise (IE) must be developed, deployed, and operated
within an organizing construct defined by seven DoD Zero Trust Pillars and their enablers to ensure
standardization of execution.

These pillars provide the foundational areas for the DoD Zero Trust Security Model and the DoD Zero Trust
Architecture.

i o i ey M A e e »y A - = »r -
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https://dodcio.defense.gov/Portals/0/Documents/Library/DoD-ZTStrategy.pdf

DoD Zero Trust Capabillities

Target & Advanced Advanced

.2 Conditional User Access 1.6 Behavioral, Contextual ID, & Biometrics

o .3 Multifactor Authentication 1.8 Continuous Authentication
User 1.1 User Inventory 1.7 Least Privileged Access .4 Privileged Access Mgmt. 1.9 Integrated ICAM Platform

.5 Identity Federation and User Credentialing

2.1 Device Invento
2.5 Partially & Fully Automated 2:6 Unified Endpoint _ - ‘ 2.4 Remote Access
p Management (UEM) & Mobile 2.2 Device Detection and Compliance 2.7 Endpoint & Extended

Device Mgm:f Vulnerability and Patch  pyo\ice Management (MDM) 2.3 Device Authorization w/ Real Time ~ Detection & Response (EDR
nspection & XDR)
Application & 3.1 Aoplicati 3.3 Software Risk 3.2 Secure Software Development 3.4 Resource Authorization & | 3.5 Continuous Monitoring and
.1 Application Inventory M t . Integration T e
Workload e & Integration eg Ongoing Authorizations
L4.3 Data Labeling & Tagging
4.6 Data Loss Prevention (DLP
4.1 Data Catalog 4.2 DoD Enterprise 4.4 Data Monitoring & Sensing (OLF)
Data e 2 LEEE ) 5 Data Encryption & Rights 4.7 Data Access Control
anagement
Network & 5.1 Data Flow Mapping 5.3 Macro Segmentation |5.2 Software Defined Networking 5.4 Micro Segmentation
Environment
6.1 Policy Decision Point (PDP) & 6.5 Security Orchestration,
Automation & Policy Orchestration Automation & Response (SOAR)
. 6.3 Machine Loamlno 6.6 API| Standardization 6.7 mmmmr 6.4 Artificial |l'lt0l09l'l09
Orchestration 6.2 Critical Process Automation (SOC) & Incident Response (IR)
Visibility & 7.1Log All Traffic 7.3 Common Security 7.5 Threat Intelligence [7.2 Security Informationand 7.4 User & Entity Behavior Analytics 7.6 Automated Dynamic
Analytics & Risk Analytics Integration vent Mgmt. (SIEM) (UEBA) Policies

EXECUTION

ENABLERS Doctrine Organization Training materiel Leadership & Education Personnel Facilities
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https://dodcio.defense.gov/Portals/0/Documents/Library/DoD-ZTStrategy.pdf

DoD Zero Trust Activities

1.2.9 App Based Parmission

i 1.4.2 Implement System and Miigale 123 Rafe Based Dynamic Acosss 1.2.5 Entarprise Roles and
u_luu Execution Enablers YOk onky 1,22 Rude Based Dynami Acosss PL 1 Privieged Users PL 2 L Parmissians Pt 2
1.3.4 Organizationst MEATOR 1.2.4 Entarprise Roles and
Permissions P1. 1 133 Allematve Flaxible MFA Pt 2
Doctrine 1.4.1 implaenent System and Mitigase Privikeged Users PL 1 1.5.2 Enterpriss idenily Lite-Cycke 1.32 Atermatve Flexbie MEA
Organization 1.5.1 Organzation ianty Lite-Cycie Management Marageenzat P11 o1 1.44 Real Time Approvals &
Training 2.1.1 Deviae Melp Tool Gep 1.7.1 Oeny User by Default Pak JTUEA Analyscs Pt 2
g Analysis SA3) AN 181 quli A bvynnauon . 1.6.1 Implemest UEBA Tooling my?::';‘ oS 1.5.4 Enterpose Identity Life-Cycle
hip & Education AV Tooss with C2C 1,53 Entarpese Igantity Ufe-Cycle Management Pt 3
Paiaonnal 212 NPEPKI Devee 1.8.2 Periodic Authenbcation Management Pt 2 U
4 3 Undes 3
441 Data 241 Doy Dovis by Defadt Polky 1.9.1 Enlerpesse PKITDE Pt 1 .82 Litar Ackivly Morsioring P2 1 T A0 RIS AT sy ng -2 sor
Analysis 26,1 imgiement UEDM of equivakal 1o 1830 A PLY
4410LP 19 Prisa PKUIDP PL
Ew&m 2.6.2 Enterpeise Devios Management PL 1 1.8.4 Continuous Authantication P, 2 2 o 2
51.10sfivs. Loggng and 2.7.1 implement EDR Tools & imegrale w! C2C 2.1.3 Enlerprse IDP P L 1.93Enepiise PKWOP PL3
Grargar Aralyss 4,42 DRM 251 Asset ¥ and Patch Toos 221 Impkement C2C/Complance Based
Control Actess Enforcement Network Autnorzation P1. 1
TAA Sl 621 Task Ruks & Portt Loggng 3.1.1 ApplicasoniCode 2.3.3 implernent App Control & FIM Tools 214 Erverprise IDP PL 2
Consderatices Aulomaban ANYSS Eoiries Pt 1 and Analysis 1eraton i : 2.2.2 Implemant C2C/Complarce Basad
::.I MWA?;M 5.2.4 Define 3.1.2 Resource Authorzation Pt 1 24.2 Maraad and Limited BYOD & 10T Suppen Netwerk Autrarization PL 2
lomation oy 3.2.1 Buid DevSi Softwara Factory Pt 1
6.6.1 Tool Compliance. gl 4.2.1 Detre Data Tagging 331 ;\::mwed Bﬁw oy 283 Erterprise Davice Management Pt 2 2.3.1 Ernity Acsvity Menitoring Pt 1
Anaysis Standards 2.7.2 implement XDR Tools & inlegrate w C2C Pt 1 " 235 Fuly Integrate Devios Security Stack w! C2C
4.1 Implement Data Tagging & B A P s S NE S R e SR S 2.3.2 Entey Actity Montorrg
742405 Parsing 512 Dotne Oranwar . Classiiation Tools 3.4.1 50C Resource Authanzaten #1 1 2.3.6 Enterpese PKI PL 1 P2
3 8l 8.1.2 Organizaton Access - Contral 3.1.3 Resourte Authonzaton PLZ
4.4.3 Fie Actity Moritonng Pt 1 Managed Sppent
724 Assel ID & Alet  Profile Polcies PL 2 ".M Im:Mml ORI et e 243 and FuUll BYOD & 10T Pt Y
;cwouon 6.5.2 Implement SOAR Tooks 5.2.2 Imglamant SDN Protection Toots Pt 1 Fackory P12 2.7.3 Impeenent XDR Tow's & Integrase w/ CZ2C Pt 2 2376 e PRIFL2
17.21 Theeat Alering 662 AP Catsd Irasinclury 4.8.1 Implement Enforcament Paints 323 Autormane Appiicascn Secunity ~
LB " Schemas PL 1 8.3.1 Oalsounier Macm & Code Remediaton Pt 1
7.3 Impisenset 67,1 Workfow Enfichment P, 1 5“’;:‘::" s 422 nkmperaoley Stancars s ponea 244 Managed and Ful Device
Analytics Tools e s 4.2.3 Develop SDS Policy 3134 Crciiniinl Vohdaion " . BYOD & IOT Suppaet P1. 2
7.5.1 Cybar Treaat 4.3.2 Marual Data Tagging P11t 4. 3.4.3 Ennch Atribules for Resource
{imatigance Program Pt 1 4.4.4 Fte Actuity Moritcorg Pt 2 22 00D M Autharizaten Pt 1
4.5.2 Imginmant DRM and Protection Tools Pt 2 344 Ervich Alibuses for Resowos
4.6.2DLP Enforoement via Data Tags and Analtics PL 1 Autoeaation PL. 2 2
| 4.7.1 Integrate DAAS Access wSDS Policy P11 3.5.1 Continuous Authorizaton o e
1713 L0g Analyss 5.2.3 Segment Flows o Control 4.5.3 ORM Enforcement via Data hgs?t’\d Anatytes P11 [ATC) PL |" i o :emm""a&m?:z
722 Thveat Alertog Pt 2 32 E mpias Secaly iyt i 47,4 Intagests SDS Sokton(s) & 433 Manual Data
725 UserDenvioe Baseloes $.3.2 BIC/PS Macra Segmentation Polcy wi Enterprge IDP Pt 1 Tagaing P1. 2
| 8.2.2 Enterprisa Integraton & Workfiow 5 Database Actvity Mocitor 3.4.8 REST A1 Mcro-Sagments
17.3.2 Establish Usec Bassding Provsioning £t 1 542 & Device Miro 4.3.4 Automated Data Tagging & Suppart Pt 1
i y 8.3, Implamant Daka Tagging & 81D F St s Dot Tan ot Srhis HER 82 GOt R o
17.4.1 Baselins & Profiing PL 1 Classification ML Toos $.4.4 Protect Data In Transt 4.7.2 Irtegrate DAAS Access wiSDS Foiky Pt 2 OporamATO) Pt 2 - x
7.8.2 Gyber Tresat 66,3 Standarized API Cals & Schemas Pt 2 i heas g&m;ﬁgmmmww Apphcatwn &
ietigance Program PL 2 .7.2 Yiorkfiow Ervichment PL 2 Discovary & Opamizason 47.6 Infagrate 505 Tool andior intagrate win :”“?‘“‘ ey Workload
525 Real.Time Access ORM Tool 1 1 29975 & Support
| — N Decsions 44860 Data Actidty ]
7.2.3 Threat Alering Pt 3 §.4.3 Process Moro 4.5.5 DRM Erforcement via Data Tags and Analytics PL 3
17,42 Baseline 8 Profiing PL 2 Lt o ety i e sagmantation 48.4DLP Enforcement via Dats Tags and Anatytics
623 Entarprise Infegration & Workfiaw 47.3 miiograly DAAS Access wiSDS Palcy Pt 3
|74.3 UEBA Basadine Support Pt 1 Provaonng Ft 2 47.7 integrate SDS Tool adior
7.4.4 UEBA Baselre Suppor P12 6.4.1 Implament Al Automation Tool Integrate with DRM Tool P1 2
TS DO R Target Activities: 91
Data
Advanced Activities: | 61
8.4.2 A1 cdriven by Anatytics decides ASO modifications
7.8.1 Al-enadied Network Access 653 Impiemont Flaybooks Total Activities: 152
7.6.2 Al-erabied Dynamkc Access Covol 674 . Network &
Environment R e :
- ", Automation & Note: ZT Activities are grouped as either Target or Advanced.
£ Visibility & @-o .
) j!}' ty 7 Orchestration
. Analytics
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https://dodcio.defense.gov/Portals/0/Documents/Library/DoD-ZTStrategy.pdf

What the Experts are Saying

Good enough is not good enough

“Offline backups (or backups that are verified as inaccessible to
attackers with full control of production IT) must be available
for all critical systems, data and infrastructure, including core IT
Infrastructure such as Active Directory (*AD”), with a well-defined
and tested restore procedure that includes verification of ability to
recover all systems to a common point-in-time.”

" - Conti cyber attack on the HSE: Independent Post Incident Review
03 December 2021

PricewaterhouseCoopers (PwC)
Full Report
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https://www.hse.ie/eng/services/publications/conti-cyber-attack-on-the-hse-full-report.pdf

Immutability = Invulnerable

Good enough is not good enough

im-mu-ta-ble | \ (,)i(m)- myu-te-bal \

Definition of immutable
. not capable of or susceptible to change

in-vul-ner-a-ble |\ ())in-'val-n(a-)re-bal , -nor-
bal \

Definition of invulnerable

1: incapable of being wounded, injured, or
harmed

2. immune to or proof against attack

“Immutability is used differently by
vendors and varies in
Implementation and effectiveness.
Therefore, it’s important to
understand what each vendor
means by “immutable” and how its
functionality is implemented to
assess the risk that hackers can
override it.”

- @Gartner
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https://dell-mark-global-comms-isg-marketing-product-mark.newsweaver.com/ajn5rxyyrl/ylypmyl5wfpmou07mnh1qu/external?email=true&a=2&p=2280668&t=425468

3 I's of Cyber Recovery

Modern threats require modern solutions

&5

Isolation @ Immutability

Physical & logical Preserve original
separation of data Integrity of data
Protected with operational Multiple layers of security
air gap either on-premises, and controls protect
public cloud or multi-cloud against destruction,
environments deletion and alteration

of vaulted data
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Intelligence

ML & analytics
Identify threats

Proactively identify data
integrity issues to enable
assured recovery of “good”
data + offers insight into
attack vectors from within
the vault

D<A L Technologies



Experiencing a Cyber Incident?
Email: INCIDENT.RECOVERY@DELL.COM

Incident Response & Recovery =+

Phase |
Steps: 1-4 @ DETECTION, NOTIFICATION & o Incident Response
lllllllllllllllllllll ’ PROTECTION :

Phase Il
Step: 5 @

....................... > Bl THREAT HUNTING &
B ANALYSIS
Phase Il :
Steps: 6 - 8 @ -
.......................... > O CONTAINMENT &
. ERADICATION
Phase IV @ E
Step: 9 m
............................. > . RECOVERY &
. STABILIZATION
Phase V E
Steplo @ EIIIIIIIIIIIIIIIIIIII MONITORING& M
................................ > BOCUMENTATION 3
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mailto:INCIDENT.RECOVERY@DELL.COM?subject=***URGENT***%20Experiencing%20a%20Cyber%20Incident
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Data Protection Solutions
Follow meon: @ X (Twitter) im LinkedIn Global Technology Office



https://twitter.com/jproctor
https://www.linkedin.com/in/jproctor/
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